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EXECUTIVE OFFICE OF THE PRESIDENT ‘

NATIONAL SECURITY COUNCIL
WASHINGTON

/

July 2, 1951

MEMORANDUM FOR THE SENIOR NSC STAFF

SUBJECT : Minimum Standards for the Handling and Transmission
of Classified Information

REFERENCES : Memo for NSC from Executive Secretary, same subject,
dated June 19, 1951

The enclosed memorandum on the subject by the Senior Defense
Member, together with a proposed revision of the draft executive
order circulated by the reference memorandum, is transmitted here-
with at the request of the Senior Defense Member for the considera-

tion of the Senior NSC Staff.at an early meeting,

JAMES S. LAY, Jr.,
Executive Secretary

TCrep
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(Senior Staff)

COPY OFFICE OF THE SECRETARY OF DEFENSE
, Washington 25, D. C.

June 29, 1951

MEMORANDUM FOR THE EXECUTIVE SECRETARY
NATIONAL SECURITY COUNCIL

SUBJECT: Minimum Standards for the Handling and Transmission of
Classified Information.

The working level representatives of the Department of Defense
who are concerned with this subject have reviewed the draft execu-
tive order and have recommended certain changes which they consider
essential to make it acceptable to the Department of Defense. At-
tached hereto is a memorandum which sets forth in detail the
justification for the recommended changes together with a redraft
of the executive order incorporating the changes suggested. It is
requested that thls enclosure be circulated to the members of the
Senior Staff for their consideration.

/S/ TFRANK NASH
| FRANK NASH

"DRAFT
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(SENIOR STAFF)

ENCLOSURE "A™M

-

l. There are two basic principles given expression in the re-draft,
by members of the White House Staff and the Bureau of the Budget, of
"Minimum Standards for the Handling and Transmission of Classified
Information" with which the Defense Department disagrees. In addition,
there is a third basic consideration of major importance to the Defense
Department which has come to light after preparation and submission of
the ICIS draft and its detailed review by the bepartments of the Army,
Navy and Air Force, the Munitions Board and Research and Development
Board. GonseQuently, the same omission has been carried over to the
"White House-Budget" re-draft. These three matters are identified under
"a," "p and "¢, following, and each is discussed separately:

2. %he addition of the word "Security" to the categories
"Top Secret," "Secret," "Confidential! and "Restricted" and the
requirement that it be used as part of the actual "marking,"

be The exemption of intelligence and investigative branches

of departments and agencies from the réquireﬁent for transmission

of "Top Secret" security information by direct contact of officials

concerned, by specifically designated personnel, by State Depart-
ment diplomatic pouch, by a messenger-courier system specially
created for that purpose,'or by electric means in encrypted form,

Ce An operational requirement for auﬁhority to transmit
security material classified "Secret" or lower by Canadian registered

mail or by protected commercial express, air or surface,

2 RESTRICTED
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2o The following is a discussion of sub-paragraphs a, b and c,

respectively, of paragraph 1, above,

a. The repeated use of the word "Security" throughout the
regulations in context with "Top Secret,™ "Secret," "Confidential"
and "Restricted" is a valuable improvement since it serves constantly
to emphasize and stress the fact thatbthe regulafions are in the sole
interest of security. The value of this emphasis would be preserved
and, in fact, enhanced by not requiring the addition of the word
"Security" to the four classification categories or its use in the
actual marxing of security information. For example, wherever the
text now maxes such references as "!'Top Secret Security! information"
or "!Confidential Security' material" it should read "tTop Secret!
security infermation" and "!'Confidentiall security material" for the
reasons indicated below:

(1) The classification categories "Top Secret," "Secret,"

"Confidential™ and "Restricted," as currently used by the

Defense Department and some other depariments as well, are

in the publiq domain by having been repeatedly used in the

press and periodicals over a number of years. To add the

word "Security" at this time to published regulations would

have at least two adverse effects. First, however unintentially,

it would imply that these terms, already familiar to the public,

could be used without the word "Security" for preventing dis-
closure oflgavernment information for other than security

purposes since there is no specific prohibition of their use,

-3- RESTRICTED
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Second, it would not be consistent to add any prohibition to
the regulations agaihst the use of these specific terms for
other than security reasons since %o do so Would.imply that
they had been so misused in the past. Such an implication is
unacceptable to the Defense Department. Furtherﬁore, unnec-
essarily to invite adverse press and radio comment which
challenged the integrity of government security procedures,
past or present, would of itself be detrimental to the
national security,

(2) There would be a large and unwarranted expenditure
of manpower and public funds in the administrative implementa-
tion of the changed procedures. This would result from the
time~consuming procedure.of re-marking existing material, the
procurement cost of stamps and printing, the cost of changing
and re-publishing existing regulations, etc. Admittedly, a
portion of such administrative expense could be saved by
modifyihg the requirement for re-marking "Top Secret" and
"Secret! ﬁaterial in storage to coincide with that provided
for "Confidential" and "Restricted"; i.e., that it need only
be so re-marked when taxen out of storage or file for current
use, Nevertheless, the remaining implementing procedures would

be costly and urwarranted,

(3) Over a period of years, as a result of U. S. efforts
and in spite of reluctance and resistance, agreements have been

entered into with the United Kingdom, Canada, France and other

_’J___ DRQmMDTAMTT
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allies covering the standardization of security markings and
definitions. Proposals to change these, in the absence of cogent
reasons would be detrimental to our international defense |
relationships,
b, Paragraph 34, b., (1), (b), page.2l, authorizes an
investigative or intelligence branch of a department or agency
of the United States to transmit "Top Secret Security" information
in its possession, which is transmitted only within its own branch,
to do so by any means currently approved by the head of such branch,
The Defense Department holds strongly to the view that "Top Secret"
security information is of such vital importance that its transmission
throughout the Executive Branch of the Government should be in accord-
ance with the uniform minimum standards established for all d epart-
ments and agencies without exception, However, if for justifiable
cause not now apparent to the Defense Department, it can ge éhown to
be necessary to exempt the investizative énd intelligence branches
outside the Defense Deparﬁment then the exemption shoulq only apply

to "Top Secret' security information "originated by" and not that

"in possession of" such branches. The Defense Department cannot

agree to the re-transmission of any "Top Secret" security information
which it has originated and furnished to another agency by any other
than the uniform minimum standards provided for in the regulations
for all departments and agencies not coming under the "investigative

and intelligence branch" exception,

-5= . RESTRICTED
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ce Owing to the existence in Canada of United States

installations and joint training projects, it has become necessary

to authorize the transmission of "Secret" security information to

and between them via Canadian registered mail, with a receipt system,

in addition to utilizing United States registered mail,

Also, the ICIS and consequently the "White House-Budget"

versions of these fegulations, fail to provide for transmission by

protected commercial express, air or surface, such "Secret! security

materials, the unit size and weight of which make them ineligible for

transmission by registered mail and which are incapable of or impractic-

able for further disassembly or breakdown. Commercial railway express

has been used by the Defense Department, under contracts providing for

suitable protection for a number of years. For this purpose, the

protected commercial express system is considered to be of comparable

security to the United States registered mail system,

3¢ A further consideration which, while not of a basic policy nature,
relates to the "Additional Markings" provided for in paragraph 33, c.;
page 19, of the regulations. Since these regulations are apﬁlicable only
within the Executive Branch of the Govermment, it is considered desirable
that the provision for notation of reference +o the cspionage laws, as
quoted, be made applicable not 6n1y to classified security information
furnished authorized persons not in thé federal service, but also when
such information is furnished to persons in federal service but outside

the Executive Branch,

6= RESTRTOTEN
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Le Appendix "A," hereto, is a revised draft of the proposed
regulations which shows all changcs, additions and deletions necessary
to bring the document into consonance with the Defense Department position

as discussed herein,
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APPENDIX ®"AmM

June 27, 1951
DRAFT

EXECUTIVE ORDER

PRESCRIBING REGULATIONS ESTABLISHING IMINIMUM
STANDARDS FOR THE CLASSIFICATION, TR.NSHMISSION
AND HANDLING OF OFrICIAL INFORMATION RELATING
TO THE SECURITY OF THE NATION.
WHEREAS it is necessary, in order to protect the national security
of the United States, to establish a system for the safeguarding of
official information, the unauthorized disclosure of which would or could
harm, tend to impair or otherwise threaten the security of the Nation; and
WHEREAS it is desirable and proper that the minimum standards for pro-
cedures, designed to protect the national security against such unauthorized
disclosure, should be uniformly applicable to all depariments and. agencies
of the Executive Branch of the Government and should be known to and under-
stood by those who deal with the Federal Government; and
JHEREAS the furnishing of full information to the public about govern-
ment activities will be enhanced by the clear identification of those matters
whose safeguarding is required by national security;
NOW, THEREFORE, I, by virtue of the authority vested in me by the
- Constitution and statutes, astresident of the United States, hereby pre=-
scribe the following regulations establishing minimum standards for the
classification, transmission and handling of classified information within
the Executive Branch of the Federal Government for the purpose of safe-
guarding agaiﬁst unauthorized disclosure of official information upon which
the security of the Nation rests ofvdepends.
RESTRICTED
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These régulations shall be applicable throughout the Ixecutive Branch
of the Government to the extent not inconsistent with law. Nothing in these
regulations shall be construed to replace, change, or otherwise be applic-
-able with respect to any material or information protected against disclos-
ure by any statute. Nothing in these regulations shall be construed to
authorize the dissemination, release, handling or transmission of classified
information contrary to the provisions of any law, Executive Qrder, or
Presidential directive which restricts the dissemination, release, handling,
or transmission of such information.

These regulations shallAtake effect thirty days after publication in
the Federal Register and I call upon all citizens of the United States who
may have cause to know about or have access to classified information, to
observe the same standards and to Join with the Federal Govermment in a
concerted and continuing efﬁort to prevent disclosure, to those who are
inimical to the interests of the United States, of information the dissem-
ination of which to such persons would be detrimental to the security of

our Natione.

PART I =-- GENERAL
1. PURPOSE - The sole purpose of these regulations is to provide
minimum standards for identifying and protecting information the safe-
guarding.of which is necessary in order to protect the national security.
24 SCOPE - These regulations shall apply only to classified sécurity
information as defined in paragraph 5 of Part IT hereof, and the terms
"&lassified security information," "security classification," ®classify,n

"declassify,n "dbwngrade," "upgrade," "appropriate classifying authority

RESTRICTED
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and "marking" apply or relate only to official information of the United
States Government which requires safeguarding in order to protect the
national security.

3« CATEGORIES OF CLASSIFIED SECURITY INFORMATION ~- There shall be

. four categories of classified security information which, in descending
order or importance to national security, shall carry the following '
désign#tions: "Top Secret Seewrity'"; "Secret geewriby"; "Confidential
Beeurtty'!!'; and "Restricted Seeusity." No other clagsification or classi-
fications shall be used to designate classified security information.

e NON-SECURITY INFORMATION - Nothing in these regulations shall

apply to information, official or otherwise, not requiring the special
procedural safeguards provided by these regulations in the interest of

the security of our Nation. The use of any one of the four security classi-
fications herein prescribed shall be strictly limited to classified
security information. Non~security information distributed in advance

of a release date for official use or for analysis by any individual or
group of individuals shall not, after the effective date of this order,

be given a security classification but may be so marked as to indicate

that general release is not authorized prior to a specified date or

‘'octasion,

PART II -~ DEFINITIONS

5¢ CLASSIFIED SECURITY INFORMATION -~ The term "classified security

information" as used herein means only official information the safe-

guarding of which is necessary in the interest of national security.

RESTRICTED
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6. INFORMATION - The term "information" as used herein means know-
ledge which can be communicated, either orally or by means of material.

Te MATERIAL - The term "material" as used herein means any document,
product or substance on or in which information may be recorded or embodied.

8. DOCUMENT - The term "document" as used herein means any recorded
information regardless of its physical form or characteristics, and |
includes but is not limited to the following: (1) written material whether
handwritten, printed, or typed; (2) all painted, drawn or engravéd material;
(3) all sound or voice recordings; (L) all printéd photographs and exposed
or printed film, still or moving; and (5) all reproductions of the foregoing

| by whatever process.

9« PRODUCT AND SUBSTANCE - The terms "product" and "substance" as

used herein mean any item of material (other than documents) from which

information may be obtained; apply to items in all stages of development,

processing or construction; and include elements, ingredients, components,

accessories, fixtures, dies, models and mock-ups associated with such items.
10. AGENCY - The term "agency" as used herein means any department

or establishment within the Executive Branch, including any government

corporation that is operated as an instrumentality of the Federal Government.

1l. UNCLASSIFIED INFORMATION - The term "unclassiiied information® as

used herein means information not requiring the procedural safeguards pro-
vided by these regulations and therefore not included in one of the afore-
mentioned security classilications.

12, CRYPTOGRAPHIC SYSTEL - The term "eryptographic system" as used

herein means any document, product or method employed to change information

RESTRICTED

PENDIX "An
Declasslilgi)ed in Part - Sanitized Copy Approved for Release 2013/03/19 : CIA-RDP86T00268R000100050012-5



Declassified in Part - Sanitized Copy Approved for Release 2013/03/19 : CIA-RDP86T00268R000100050012-5
) DRAFT '

~ -

FOR NSC STAFF CONSIDERATION ONLY RESTRICTED

from plain language form to wnintelligible form or to change the resulting
cryptographed information into plain language form.

13, SERIAL MATTER - The term "serial matter" as used herein means that

to which a serial number is assigned and which is accounted for af pre-~
scribed intervals and upon specified occasions.

Us. TELEGRAM - The term "telegram" as used herein means any document
recording information for transmission by telegraph, telephone, cable,
radio or other electrical means of transmission.

15, CLASSIFY - The term tclassifyn as.used herein means to assign
information to one of the four security classification categories after
determination has been made that the information requires the security
protection provided by these regulations.,

16. SECURITY CLASSIFICATION - The term "security classification" as

used herein means the category into which information falls after being
classified as specified in paragraph 3 of Part I hereof. Extreme care
shall be exercised to insure that a particular security classification is
assigned only to such information as requires the degree of protection made
applicable by these regulations to that classification.

17. VDECLASSIFY - The term "declassify" as used herein means tc remove
the security classification.

18, DOWNGRADE - The term "downgrade" as used herein means to assign a
lower security classification than that previously assigned,

19. UPGRADE - The.term "upgrade" a5 used herein means to assign a higher
security classification than that previously assigneds

20. APPROPRIATE CLASSIFYING AUTHORITY

as In General. The term "appropriate classifying authority" as used

RESTRICTED
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herein means the head of the originating agency and those whom he has
authorized to classify, declassify, upgrade or downgrade information
pursuant to these regulations.

b. Material 0fficially Transferred from Originating Agency to Another

Agency. 1In the case of information transferred, by operation of law or by
Executive Order, from one agency to another for the latter's use and as
part of its official files as distinguished from transfers merely for pur-
poses of storage, the receiving agency shall be deemed to be the "approprie-
ate classifying authority® for all purvoses under these regulations.

ce Material of Defunet Agency Not 0fficially Transferred to Another

Agency. ﬁhen any agency has in its possession, on the effective date of
these regulations, any classified security information which is then, or
thereafter becomes, five years old and it appears (1) that such information
originated in an agency which has since become defunct and whose records,
files and other material have not been officially transferred to another
agency within the meaning of subsection bt above, or (2) that it is
impossible for the possessing ageney to identify the originating agency,
and (3) a review of the infcrmation indicates that it should be downgraded
or declassified, the said possessing agency shall have power under these
regulations to declassify or downgrade such information, If it appears
probable that another agency may have a substantial interest in the
question whether the security classification of any particular informa-
tion should be maintained, the possessing agency shall not exercise the
power conferred upon it by this subsection until thirty days after the
possessing agency has notified such other agency of the nature of the
RESTRICTED
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information and of its intention to declassify or downgrade the same.
During the thirty-day period the other agency may, if it so desires,
express its objections to declassifying or downgrading the particular
information, but the power to make the ultimate decision shall reside in
the possessing agency, |

21, JARKING -~ The term "marking" as used herein means the physical act
of indicating on classified security information the assigned classifica-
tion or change therein.

22, RECORD MATERIAL - The term "record material" as used herein means

all books, papers, maps, photographs, or other documentary materials,
regardless of physical form or characteristics, made or received by an
agency of the United States Government in pursuance of Federai law or in
connection with the transaction of public business and preserved or appro-
priated for presefvation by that agency or its legitimate successor as
evidence of the organization, functions, policies, operations, decisions,
procedures, or other activities of any agency of the Government, or
because of the informational value of the data contained therein.

23+ NON-RECORD MATZRIAL — The term "non~record material! as used

herein means extra copies and duplicates the use for which is essentially
temporary; shorthand notes, used carbon paper; preliminary drafts; and

other material of similar nature.

PART III -~ RESPONSIBILITIES

2he ALL PERSONNEL IN THE EXECUTIVE BRANCH

as The responsibility for the protection, pursuant to these regulations,

of classified security information shall rest upon each individual in the

RESTRICTED
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Executive Branch having knowledge thereof, no matter how that information
was obtained,
be Each individual in the Executive Branch shall be directly respon-
- sible for familiarizing himself with and adhering to all regulations
applicable to him which are issued for the protection of classified
security information,

25. AUTHORITY FOR HEADS OF AGENCIES TO DELEGATE - The head of an agency

may delegate the performence of any or all of the functions charged to him
herein, but the ultimate responsibility for the safeéuarding of classified
security information within the égency shall remain with and rest upon the
head of the agency, including:

as Such additional instructions on the safeguarding of classified
security information as requirements of his agency may dictate;

b. Seéurity of his agency's messenger-courier systems for transmission
of classified security infbrﬁation;

C. Authorization of appropriate officials within his agency to assign
information to the proper security classification under these regulations.
Authorizations to classify security information as "Top Secret Seewriby! or
"Secret Seewriby! shall be held to the minimum necessary for the perform-
ance of required activities, and shall be maintained at a high level within
the azency. The authorizations to classify security information as "Top
Secret Seeurity" shall be substantially more limited in number than those
for "Secret Seewrity! and shall be restricted to those officials whose
functional requirements are such that they must have that authority;

d. Designation of those authorized to receive "Top Secret Seeuwrity!t

RESTRICTED
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security information;
e. Designation of officials responsible for "Top Secret Seeusiby!

security information controlj

f. Designation of individuals to be responsible for the security pro-
grams in the various organizational units of the agency;

g. Appropriate investigation and clearance of personﬁel who are to
have access to classified security information;

he Maintenance within his agency of a cbntinuing review of the use
of security classifications to insure uniform and proper application;

i. Procedures governing dissemination of classified security informa-
£ion outside his agency;

Je Procedures governing changes in security»classifibation and the
dés?ruction of classified security information;

ks Thorough indoctrination of all individuals of his agency in
seéurity regulations and procedures;

1, Issuance of additional instructions pertaining to communications
security, serial matter, Restricted Data (as hereinafter used) and other

subjects requiring additional regulations,

PART IV
RULES GOVERNING SECURITY CLASSIFICATION,
UPGRADING, DOWNGRADING, AND DECLASSIFICATION

26, GENERAL CLASSIFICATION PRINCIPLES

2e Uniformity of application of classification. Uniformity of

application of classification shall be a requirement for the proper safe-

. RESTRICTED
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guarding of classified securitj information., In accordance with
paragraphs 3 and L of Part I hereof, in order to preserve the integrity
of the security classifications "Top Secret Seewwity," "Secret Seeurity,!
"Confidential Seswrity," and "Restricted Sesurity¥," those terms shall be
used only for the purpose of identifying informétion which must be safew
guarded to protect the national security.

. Use of Lowest Consistent Classification. To avoid over-classifica—

tion and depreciation of the importance of perperly classified security
information and to avoid unnecessary delay in the handling and trans-
mission of documents and other nmaterial, infbrmatioh shall be assigned
the lowest security classification consistent with its proper protection.
Use of the classification "Top Secret Seeuridy!" shall be held at an
absolute minimum. Such classification shall be given only to information
which plainly requires the highest degree of protection in the interest
of national security. The major_criterion fér the assignment of this
classification shall be recognition of the fact that unauthorized dis-
closure of security information so classified would or could cause
exceptionally grave danger to the national security. The classification
"Secret Seewrity" shall be given only to information which requires extra=-
ordinary protection in the interest of national Ssecurity, The classifica-
tion "Confidential Seeurity! shall be given to such information as requires
careful protection in order to prevent disclosures which might harm national
security. The classification "Restricted Seeuwrity" shall be applied to
information having such bearing upon national security as to require
protection against unauthorized use or disclosure, particularly information
RESTRICTED
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which should be limited to official use.

C. Special Statutory use of term "Restricted Data." The term

"Restricted Seewrity" as used herein shall not be confused with the term
"Restricted Data," defined in the Atomic Energy Act of August 1, 1946
(60 stats 766, c. 72l, sec. 10(b) (1); L2 USC Sec. 1810(b) (1)) as follows:
"The term 'Restricted Data' as used in this section means
all data concerning the manufacture or utilization of atomic
weapons, the production of fissionable material, or the use of
fissionable material in the production of power, but shall not
include any data which the Commission from time to time deter-
mines may be published without adversely affecting the common
defense and security,"
Nothing in these regulations shall be construed to authorize the classifica-
tion, downgrading or declassification of "Restricted Data," except by the
Atomic Energy Commission in conformity with the provisions of the Atomic

Energy Act..
27. SPECIAL CLASSIFICATION RULLS

a8+ Change in Clagssification of Information. No change shall be made

in the assigned classification of security information without the consent
of the appropriate classifying authority; extracts from or paraphrases of
classified documents shall likewise be maintained in the assigned security
classification unless the consent of the appropriate classifying authority
to downgrade or declassify such extract or paraphrase is secured or unless
the agency making such extracts knows positively that they bear a security
classification lower than that of the document from which extracted or that
they are not élassified. |

b. (Classified Telegrams shall not be referred to, extracted from,

paraphrased, downgraded, declassified and disseminated except in accordance
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with special regulations issued by the head of the originating agencye
Classified telegrams transmitted over cryptographic systems shall be
handled in accordance with the regulations of the transmitting agencye

c. Security Information Originated by a Foreign Government. Security

iﬁformation of a classified nature within the meaning of these regulations,
originated by a foreign government and furnished to the United States by
that government, shall be assigned a security classification which will
assure a degree of protection equivalent to or greater than that required
by the originating government., |

de Documents in General. Documents shall be classified according

to their own content and not necessarily according to their relationship
to other documents. References to classified material which do not reveal
classified security information shall not be classified.

€. Physically Connected Documents. The classification of a file or

group of physically connected documents shall be at least as high as that
of the most highly classified document therein, Documents separated from
the file?nr group shall be handled in accordance with their individual
security classification. |

fo Iultiple Classification. A document, product, or substance shall

bear a classification at least as high as that of its highest classified
components, Thé document,'product or substance shall bear only one over-all
security classification, notwithstanding that pages, paragraphs, sections,
or components may bear different clagsifications.

g+ A letter Transmitting Security 1nformatlon shall be classified at

least as high as its highest classified enclosure.
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28. UPGRADING -

a. Then security information is upgréded, the appropriate classifying
authority shall, so far as possible, notify all addressees to whom the
information was originally transmitted.

be If the recipient of security information believes that its assigned
classification is not sufficiently protective, ke shall safeguard it in
accordance with the classification he deems appropriate and shall bring
his reasons for such belief to the attention of the appropriate classifying
authority with a request for upgrading.

29. DOWNGRADING AND DECLASSIFICATIQN.

a. Automatic. Wherever practicable, the classifying official shall
Place a notation on classified securivy material, except telegrams, that
after a specified event or date, or upon removal of c¢lassified enclosures
the material will be downgraded or declassified, i . . .'_,V. .

be DNon-automatic. The appropriate classifying authority may down-

grade or declassify security information when circumstances no longer
warrant its retention in its original classification. ihen such informa-
tion is downgraded or declassified the custodién of the record material,
in the case of a document, or the custodian of the products or substances
shall be so informed; and, when practicable, the oihér recipients of the
material shall be similarly advised.

C. Review of Assigned Classifications. It shall be the responsibility

and obligation of every government official to keep classified security
information in his custody constantly under review, and to initiate action

toward downgrading or declassification as soon as conditions warrant.
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PART V

DISSEMINATION OF CLASSIFIED SECURITY INFORMATION

30. GENERAL - The safeguarding of classified security information
pursuant to these regulations shall be the responsibility of every individual
having custody thereof, but no person shall be entitled to knowlkdge or
poseession of, or access to, classified security information solely by
virtue of his office or position,

Classified security information shall not be discussed with or in the
presence of unauthorized persons, and the latter shall not be permitted to
inspect or have access to such security information,

The head of each agency shall establish a system for controlling the
dissemination of classified security information, adequate to the needs of'
his agency.

31. LIVITATIONS ON DISSEMINATION.

as Within the Executive Branch. The dissemination of classified

security information shall be limited to persons whose official duties
require knowledge of such information. Special measures shall be employed
.to limit the dissemination of "Top Secret Sesusiswn security information

to the absolute minimum, Only that portion of "Top Secre£ Seeuriiy!
security information necessary to the proper planning and appropriate action
of any organizational unit or individual shall be released to such unit or
individual, |

be. Qutside the Executive Branch. Classified security information

shall not be disseminated outside the Executive Branch by any person or
agency having access thereto or knowledge thereof except under conditions
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and through channels authorized by the head of the disseminating agency,
even though such person or agency may have been solely or partly respon-
sible for its production.

¢e Security Information Originating in Another Azency. Except as

otherwise provided by Section 102 of the National Security Act of July 26,
1947, c. 3L3, 61 Stat. 498, as amended, 50 USC Sec. L03, classified security
information originating in another agency shall not be disseminated outside
the receiving agency without the consent of the originating agency.

"Top Secret Seewrity" and "Secret Seewsiby! security documents and
material shall not be reproduced without the consent of the originating
agency.

de Telephone Conversations. (Classified security information shall

not be revealed over the telephone, except that the head of an agency may
permit the practice, Wiﬁhin his agency, of so discussing éecurity informa-
tion classified as '"Restricted Seeurtdy" which originated within his own
agencys

32. 10SS OR SUBJECTION TO COMPROMISE. Any person in the Executive

Branch who has knowledge of the loss or possible subjection to compromise
of classified security information shall promptly report the circumstances
to a designated official of his agency, and the latter shall take appro-

priate action forthwith, including advice to the originating office or agency,

RESTRICTED
~22~

APPENDIX nAr
Declassified in Part - Sanitized Copy Approved for Release 2013/03/19 : CIA-RDP86T00268R000100050012-5



for Release 2013/03/19 : CIA-RDP86T00268R000100050012-5

ified in Part - Sanitized Copy Approved
i ~ DRATT . RESTRICTED

FOR NSC STAFF CONSIDERATION ONLY

PART VI
RULES GOVERNWING HANDLING OF GLASSIFIED
SECURITY INFORMATTON
(Including Marking, Transmission, Storage,
and Destruction)

33. MARKING - After determination of the classification to be assigned,
classified security information shall be marked in accordance with the pro-
cedures herein set forth, Existing "Top Secret Seeuridy" or "Secret Seeurity!
security material not now so marked shall be appropriately marked, Existing
"Confidential Séeuyity", or "Restricted Seeuwiby! Security material,
adequately stored but not properly marked, need not be marked until removed
from such storage for use,

a2+ Documents

(1) Bound Documents, The assigned security classification on bound

documents, such as books or pamphlets, the pages of which are permanently and
securely fastened together, shall be conspilcuously marked or stamped on the
outside of the front cover, on the title page, on the first page, on the back
Page and on the outside of the back cover, In each case the markings shall
be applied to the'fop and bottom - of the page or cover,

(2) Unbound Documents. The assigned sccurity classification on

unbound documents, such as letters, memoranda, reports, telegrams, and other
similar documents, the pages of which are not permanently and securely
fastened together, shall be conspicuously marked or stamped at the top and
bottom of each Page, in such manner that the marxing will be ciearly visible
when the pages are clipped or stapled together.

(3) Charts, laps, and Yrawings, Classified charts, maps, and

.

drawings shall carry the security classification marking under the legend,
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title block, or scale in such manner that it will be reproduced on all
copies made therefrom. Such security classification shall also be marked
at the top and bottom in each instance,

(h) Photdgraphs, Films and Recordings, Classified photographs,

films, and recordings, and their containers, shall be conspicuously and

appropriately marked with the assigned security classification,

b, Products or Substances. The assigned security classification shall
be conspicuously marked on classified products or substances, if possible
on their containers, if possible; or, if the article or conbainer cannot be
marked, written notification of such seccurity classification shall be
furnished to recipients thereof,

Ce Additional Markings.,

(1) Material Furnished Persons not in Federal Se¥wiee the

——

Executive Branch of the Governments when classified security information

affecting the national defense is furnished authorized persons, in or out
R e )

of Federal service, other than those in the Federal Serviee Executive Branch,
the following notation, in addition to the assigned classification marking,
shall whenever practicable be placed on the matcrial, on its container or on
the written notification of its assigned classificationg
"This material contains information affecting the national

defense of the United States within the meaning of the espionage

laws, Title 18, U.S.C,, Secs. 793 and 79h, the transmission or

revelation of which in any manner to an unauthorized person is

prohibited by law," '

Use of alternative marxing concerning "Restricted Data" as defined by the

Atomic Energy Act is authorized when appropriate,

=2~
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3Lhs TRANSMISSTON

8. Preparation of Classified Security Information for Transmission,

(1) Outside an Agenc¥.

(a) "Top Secret Sesumid¥" and "Sccret Seeumiixp! Security

Material,

1, "Top Secret Beeuritr" and "Secret Seeuridy" securlity
material shall be enclosed in Opaque inner and outer covers.,

2. The inner cover shall be a sealed wrapper or envelope
plainly marked with the assigned security classification and address,

3+ The outer cover shall be sealed and addressed with
no indication of the security classification,

ie There shall be attached to or enclosed in the inner
cover a receipt form containing no classified security information but
identifying the addressor, addressee and the document; such receipt will
be signed by the proper recipient and returned to the sender,

5. Written material shall be protected from direct
contact with the inner cover by a cover sheet or by folding inward,

(b) "Confidential Seeurddy! Security Material,

——re. v

- 1. "Confidential Seeurity" security material shall be
prepared for transmission in the same marmer as that indicated for "Top
Secret Seewrity" and "Secrct Seeurity"  security material, except that it
shall be covered by a receipt only when the sender dgeems it necessary,

(c) "Restricted Seeurity! Seccurity Material.

e

1, "Restricted seewwiy!" security material shall be

transmitted in a sealed wrapper or envelope without any indication of the

A3
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security classification of the contents shown thereon,
2. No receipt shall be required for "Restricted Seeurity!

security material,

(2) Within an Agency, Preparation of classified security informa-
tion for transmission within an agency shall be governed by regulations,
issued by the head of the agency, insuring a degree of security equivalent
to that outlined above for transmission outside an Agency.

b. Transmission of Classified Security Information,

(1) "Top Secret Seeuwrity" Security Materisl,

(a) The head of each agency shall designate Top Secret Control
Officers to reccive, mgintain Sserial registers of, and dispatch all "Top
Secret Seeunwnity! seéurity material,

(b) The transmission of "po Secret Seeurity' security infor-
mation shall be effected {13 in the ease of information ia ithe posseasion
of an iavestigative or inbelligence bransh of 5 depawbment or ageney of the
Hatbed Shateoy whish is twansmibied only 4o subhorised peéseﬁneé ef sa;h
invesbigabive or inbelligonee branchy by sny means of communiesbion ourrensly
approved by Lhe head of such branch fer use in bransmabbing Ulep Sceved
Seeuriiyll informationy or {2} in the oase of all other informationy preferably
by direct contact of officials concerned or alternatively by specifically
designated personnel, by State Department diplomatic pouch, by a messenger—
courier system specially created for that purpose, or by elc¢ctric means in

encrypted form,

(or as a less preferable alternative to (b) above,
the following is acceptable):
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(b) The transmission of "Top Secret" security information

shall be effected (1) preferably by direct contact of officials concerned

or altcrnatively by specifically designated personnel, by State Department

diplomatic pouch, by a messenger-courier system cspecially created for that

purpose, or by electric means in cncrypted form: (2) in the case of infor-

mation originated by an investigative or intelligence branch of a department

or agency of the United Statcs, which is transmitted only to authorized

crsonnel of such investigative or intelligence branch, by any means of
2

communication currently approved by the head of such branch for use in

transmitting "Top Sccret" security information, except that such information

shall not be construed to have originated in his branch if it is developed

from "Top Sccret" sccurity information received from any other department

Or agency.

(2) "Secret Seeurity" Security Material shall be delivered

transmitted within the continental United States by one of the means
established for "Top Secret Seewsity" security material, by an authorized

couriecr, e® by United States registered mail, or by protected commercial

express, air or surface. "Secret Seeuridy" security material may be trans-

mitted outside the continental limiﬁs of the United States by one of the
means established for "Top Scceret Seeurity" security material, by Ssate
bDepartmend dipiomabie poweh, comnanders or masters of vessels of United
States registry, or by United States Post Office registered mail through
Army, Navy or Air Force postal facilities, provided that the material does
not at any time pass out of United States Government contrel and does not

pass through a foreign postol system, "Secret Seeumity" security material
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may, however, be transmitted to and £wem beotween United States Government

and/or Canadian Government installations in Continéntal United States,

Canada and Alaska by United States and Canadian registered mail with

registered mail receipt.

(3) "Confidential Seewwisw" Seccurity Material shall be delivened

transmitted within the United States by one of the means established for
higher classifications, by astheriged esuriery o2 by ordinary mail, or by

express or freight under such specific conditions as may be prescribed by

the head of the department or agénqy concerned, Outside the continental

United States, "Confidential Seeuridx! Security material shall be trans-~

mitted in the same manner as authorized for higher security classification,
(L) "Restricted Sesuwsds! Security Material shall be delivered

transmitted within the continental United States by any means authorized

for higher security classifications, or by erdinary maity eXpress or freight,
"Restricted Seewsity" security material shall be dekiwered transmitted out-
side the continental United States by one of the means established for
higher security classifications, but registration of "Restricted Seeupitp!
security material shall not be required when it is transmitted by Army, Navy
or Air Force postal channels,

'35. PHYSICAL SECURITY

a&e Storage Facilities, Classified security information not in actual

use by, or under direct observation of, an authorized pPerson located in the

same room shall be stored as set forth below:

(1) "Top Secret Seeuris" Security Material shall be stored in

the most secure facilities available, Normally it will be stored in a safe,
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a steel file cabinet, or other steel container having a three position
dial-type combination lock and being of such weight, size, construction,

or installation as to minimize possibility of physical theft or damage by
fire or tampering. In lieu of such a container, the material may be stored
in a s ecure room or vault aeproved for such use by the head of the agency
and kept securely locked when not in use. Such approval shall not be
construed to relieve the custodian of any responsibility for the safety

of the classified security information. If the foregoing safeguards are
not available, material so classified shall be kept under surveillance of
an armed guard when not in use.

(2) m"Secret Seeurity! and "Confidentinl Seeurisy! Security

Material shall be stored in a manner authorized for "Top Secret Seaquriiy"
Security material, or in metal file cabinets equipped with a steel lock-
ber and an approved three combination dial-type padlock from which the
manufacturer's identificaﬁion numbers have becn obliterated, or in
comparably secure facilities approved by the head of the agency,

(3) "Restricted Seewrit¥" Security Material may be stored in a

e

manner authorized for higher categories of classified security information,
but ordinarily shall be stored in a container equipped with a reasonably
secure locking device or other storage facility of comparable security
approved by the head of the agency,
b, Inspections
(1) It shall be the responsibility of the individual charged with
the custody of classified sccurity information to 2 ccomplish the necessary

inspections within his area, to insure that all procedural safeguards
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prescribed by these regulations are taxen to protect such information at
all times,

(2) 1In each agency, individuals shall be designated to make
inspections on a room or area basis to insure that all classified security
information has been properly and safely stored,

ce Safe Combinations

(1) Safe combinations shall be changed at least once a yeary
whenever a person knowing the combination is transferred from the office
to which the safe is assigned; when a safe is first brought into an offices
when the combinationlms been subjected to comp;omise; and at such other
times as is deemed necessary.

(2) Knowledge of combinations shall be limited to the minimum
necessary for operatiag purposes,

(3) Safe combinations shall be given a security classification
équivalent to that of the most highly classified security information
authorized by thesc regulations to be contained‘in the safe,

36. DESTRUCTION OF CLASTIFIED SECURITY INFORMATION

as Types of Material Which May be Destroyed

(1) Record Material may be destroyed only in accordance with the

Act of July 7, 1943, c. 192, 57 Stat. 380, as amended, Ll USC Secs. 366-380,

(2) Non-Record Material may be destroycd as soon as it has served

its purpose.

be Methods of Destruction. Classified record material, the destruction

of which has been authorized, and classified non-record material shall be
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destroyed by the following methods under procedures established by the
head of the agency:

(1) "Top Secret Seeuwity", "Seeret Seeurity! and "Confidential

Seguridy" Security Documents shall be destroyed by burning; products and
substances by an equally corplete method of destruction; in each case in
the presence of an appropriate official. Under the most unusual circum-
stances the head of an agency may authorize destruction of documents other
than by burning, provided the resulting destruction is equally complete,

(2) M"Restricted Seeuraby" Security Material shall be destroyed

by burning,  shredding or reduction to pulp, or an equally complete method

of destruction.

c. Records of Destruction. Appropriate records of destruction of

security material classified "Top Secrct Sesurtdy" and "Secret Seeuri iy
shall be maintained in accordance with procedures established by the head
of the agency.
PART VII
INTERPRETATION OF REGULATTIONS BY
THE ATTORNEY GENERAL
37. The Attorney General, upon request of the head of a department
or agency or his duly designated representative, shall personally or
through authorigzed representatives of the Department of Justice render
an interpretation of these regulations in connection with any problems

arising out of their administration,

Declassified in Part - Sanitized Copy Approved for Release 2013/03/19 : CIA-RDP86T00268R000100050012-5



